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A picture from NCL in summer 



Reality …



Mobile Sensors 
• Touchscreen
• Geolocation
• Ambient light 
• Orientation and motion
• ….



Access to mobile sensors by 
developers 

• Writing native codes by using mobile OS APIs
• Recompiling HTML5 codes into native apps 
• Using standard APIs provided by the W3C 

which are accessible through JavaScript codes 
within mobile browser



JavaScript codes 
• Advantages 

– No app-store approval for the app/ update/ fix
– Platform-free (Android, iOs, Windows, …)
– No manual update by users after each release 

• Disadvantages
– Less accurate 
– Privacy and security issues  

• No installation 
• No permission 
• No notification 



Sampling rates



In-browser access details
http://www.w3.org/TR/orientation-event/

• Orientation
– the physical orientation of the device

• Motion:
– Acceleration:  the physical acceleration of the 

device
– Acceleration including gravity  
– Rotation rate: rotation rate of the device
– Interval: constant rate



Research questions 
• What is the W3C specification for motion and 

orientation sensor data for mobile devices? 
• How different mobile browsers have 

implemented this feature?
• What are potential privacy and security attack 

vectors?
• Is it actually possible to perform a successful 

attack in order to reveal users sensitive 
information such as their PINs and passwords?

• What are the possible solutions to fix this 
vulnerability? 



W3C specification 





Attack Scenarios 



Browsers behaviour 



What the attack can reveal about the 
users?

• Phone call timing 
• Physical activities
• Touch action types 
• PINs/ Patterns/ Passwords 
• Identity
• …



Our JavaScript code 
• js code, register two listeners 
• Client; GUI in html5
• Server; node.js, Mongolab db



Phone call timing 



Physical activities 



Touch Action Types 
• Classification techniques 
• Wider experiments (11 users using Chrome on iPhone)
• Extracting 164 features in the time/frequency domain 
• Using k-nearest neighbour (k-NN)



Results 



PINs
• More advanced classification techniques 
• Even wider experiments (12 users, using Chrome on Android 

and iOs)
• Extracting 150 features in the time/frequency domain 
• Using Artificial Neural Network (ANN)



More attacks…



Solutions in the standards level
• Security and privacy considerations for 

ambient light in W3C specification:
– “The event defined in this specification is only 

fired in the top-level browsing context to avoid the 
privacy risk of sharing the information defined in 
this specification with contexts unfamiliar to the 
user. For example, a mobile device will only fire 
the event on the active tab, and not on the 
background tabs or within iframes” 



Solutions in the implementation level 



Informing W3C and browsers vendors 
• Informed vendors

– W3C, Chromium, Firefox, Safari, Opera, Dolphin
• Feedback 

– …



Publications 
• TouchSignatures: Identification of User Touch 

Actions based on Mobile Sensors via JavaScript
– ASIACCS’2015, Proceedings of the 10th ACM 

Symposium on Information, Computer and 
Communications Security 

• TouchSignatures: Identification of User Touch 
Actions and PINs based on Mobile Sensors via 
JavaScript
– Journal of Information Security and Applications

• More available at: 
http://homepages.cs.ncl.ac.uk/m.mehrnezhad/



• Thanks 
• Q&A


