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Interplay between extensions and 
webpages
● Play content on a Chromecast

● Streaming sites can add icon when detecting Google Cast

● Cooperation between website and extension

● Enrich functionality and user experience!



Goals of websites

● Sensitive information

● Financial interests
○ E.g. ads

● Defensive handling
○ Unwanted modifications
○ Unwanted script injections

● Controlling their own domain
○ Detecting extensions wanted!



Goals of websites

● Over a billion daily users

● Extensions their #1 threat
○ “Like” hijacking
○ Fake content
○ Ad injection

● Malicious extensions pass Chrome 
webstore vetting
○ Evaded with e.g. dynamic techniques
○ “Free smileys and emoticons”, 1.2M users

● Detecting extensions wanted!



Increase User Experience

● Most popular Chrome 
extension
○ > 40,000,000 users

● Blocks annoying ads

● Goals clash!
○ Webpage wants to detect
○ Extension wants to remain 

hidden



Sensitive extensions

● Password manager
○ ~4,000,000 users

● Phishing attacks
○ LostPass [1]

● Need to protect sensitive 
extensions!

● Detection unwanted: websites 
have no business detecting 
extensions

[1] Sean Cassidy : LostPass
     https://www.seancassidy.me/lostpass.html



Security goals at clash



State of the art - arms race



State of the art - arms race



State of the art - arms race



Non-behavioral fingerprinting

● Download extensions from Chrome and 
Mozilla extension stores

● Analyse the manifest files
○ web_accessible_resources
○ contentaccessible=yes

● Generate map based on manifest files

● PROFIT!



Empirical Study - Chrome

Extension # of users

Adblock 10,000,000+

Avast Online Security 10,000,000+

LastPass 3,917,267

Ghostery 2,365,971

Privacy Badger 290,811

● ~36,000 extensions

● 28.1% fingerprintable
○ 80% of top 10!
○ 60% of top 100!
○ 51% of top 1000!



Empirical Study - Firefox

● ~15,000 extensions

● 7.68% fingerprintable
○ 12.8% of top 1000

● None of Ghostery, LastPass or AdBlock

No manifest file 6,560

Fingerprintable 1,148

No accessible 
resources

7,213

# of extensions 14,921



Empirical Study - Alexa top 10,000

● 12 webpages attempted 
to access resources

○ Only Chrome 
extensions 
were attempted

● 21 distinct extensions
○ 2 seemingly malware

● 7 extensions no longer 
in Chrome webstore



Empirical Study - Alexa top 10,000



Measures - Web pages

● Web pages whitelist extensions
○ Proposes who is allowed to execute in 

their domain

● Extensions can be temporarily 
enabled/disabled, depending on 
whitelist



Measures - Extensions

● No direct access from webpage to extension (#1)
○ Use message passing (#3)

● Fetch resources from server (#4)
○ Caching problems
○ Privacy concerns

● Tracking script provenance
○ Distinguish between different #1

● Use data URIs

● Randomize extension IDs

● Whitelist of webpages
○ Allow #1 if webpage is trusted
○ No need to enable e.g. Google Cast on non-streaming sites



Whitelist arbitration

● users > developers > browser
○ Practiced by Google

● User arbiter to resolve the conflict
○ Temporarily enable/disable extension depending on webpage
○ Override the whitelist



Thank you!
Questions?

(Try demo at: https://goo.gl/xfeiPj)


