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Trust NECS

@ Trust is difficult to define because:

J “To believe that someone is good and honest and will not harm you, or that

something is safe and reliable”.

’}@% UNIVERSIDAD
% DE MALACA

O Trustor and Trustee

University of

Kent

IHI Place the trust I

Keep the trust

-

BT

Trustor Trustee

AtoS

Crnics 4

Natwork, Infarmetion ond Comgutar Secury Lob

29 August 2018 o=



Internet of Things NECS

@ d 20.4 billions of devices will be connected by 2020 (nttps:/mww.gartner.com/newsroom/id/3598917)
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Context NE_S

J Always present

J Environment
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K Model NECS
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Requirement Specification ECS
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K Model NECS
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Development NECS

(@ J Top Down approach
J Bottom Up approach
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@ J Check if “the entity has been built right”

J Verification of the functionalities
J Verification of the requirements related to the system
J Developer point of view

J Intermediate product
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(@ J Check if “the right entity has been built”

J The need must be met

J Validation of the requirements related to Real system environment
J Customer point of view

J Final product
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Utilization NECS

@ d Trust@run.time

' Dynamicity of 10T must face with devices that (Join, Stay, Leave) the System
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Transversal Activities NE_S

J Documentation
J Metrics
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NECTS
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Decision Gates NE_S

@ J They permit to move between phases

J Back-Up in case something goes wrong
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Traceability NECS

J Connection between
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@ J Attacks
O Internal
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@ J Likelihood
J Severity
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Decision Making NECS

@ J Connected to many phases
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Smart Cake Machine NE:S

 Context
O Smart Home
O Trusted Smart entities
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Smart Cake Machine NE:S
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Conclusion NE:S

J 10T has brought new security challenges

J Trust as a key

J Software, Security and System Engineering approach to ensure trust in an
entity

J Trust and other security properties are included in the whole life cycle
J K-Model
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Future Work NE:S

@  Validation of the Framework

J We will expand the phases of the framework

e
Q»@f% UNIVERSIDAD
LMW DE ALAGA
e

J Application to a real complex loT scenario

@iy O Application in an 10T System

University of

Kent

-

BT

AteS

29 August 2018 o=

nvics a0



* X
* -

* *
* p K

(@

[ @jﬁ UNIVERSIDAD

-2 DEMALAGA

GEF,  TECHNISCHE
HEF7~) UNIVERSITAT
7 DARMSTADT

University of

Kent

29 August 2018 o=

Questions?

ngiyabonga WHY? WHEN?
|(l3gjngj egekkirederim

CI'IaCVI60raaieailava a I
=g s anie = Illaumlalam 3” ]B e iy = xeama
= = Uu == gsanle manang.
sulpdy —

ujﬂ diere dieul = Hmﬂﬂhﬂhakkeram
diep g numkaluulmun {racies

 Uekuje 0 fajbh maith agat
Uh[ 1 d nesi mg §]u“kenya EQEEEUQEAEE _g Hflﬂalﬂ = dﬂkl]]ﬂm tgarez

= lom b hamis E Iail[lllﬂ 3 ﬂllll[:h dhanyavatagall w Shllkll}lﬂ ; S

et

Mmahalo

dh loat

rdcie
hvala
mauru
kiszinom

|1 yallalaa ﬂﬂﬁ

o dankon 2c1

mkosi

Thanks w wuie curvpear curninissiur, ivewS Froject and to the university of Malaga for the
opportunity given to me.

This project has received funding from the European Union’s Horizon 2020 research and innovation
programme under the Marie Sklodowska-Curie grant agreement No. 675320.

This work reflects only the author’s view and the Research Executive Agency is not responsible for
any use that may be made of the information it contains.

Natwork, Infarmetion ond Comgutar Secury Lob



