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Contributions

 Minimalist formal language for Software Defined Networks enabling
 Dynamic network reconfigurations / flow table updates
* Interaction between control plane and data plane

 Scalable analysis for realistic cases using equational reasoning



Software Defined Networks (SDNs)

What?

A major trend in industry
» Extensively applied by various cloud service providers (Google, Microsoft)
 Make networks programmable
» Efficient network management
* |Improve scalability, adaptability
* Cost savings

» Shift from running proprietary code to open software run on commodity
hardware



Software Defined Networks (SDNs)

Old-Fashioned SDNs

Controller




Verification of Networks
Mathematically inspired PL

* Flowlog [Nelson & al., NSDI’14]

e Kinetic [Kim & al., NSDI’15]

 NetKAT [Anderson & al., POPL'14][Foster & al., POPL’15]
 WNetKAT [Larsen & al., OPODIS’16]

* AllSynth [Larsen & al., FASE’22]



NetKAT

Kleene Algebra with Tests + Network Primitives

 NetKAT policies encode

KAT. Regular Expressions + Boolean Algebra

 Packet forwarding (+ . *) \
 Packet classification(= . + —) /

 Packet modification (f « n)

Packets o, e.g.:

Fields ::= f1 | ... | fu

o = {fi=n1,..., fr =nk}
o £ {sw=A, pt=2, type = SSH, dst = H,}
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NetKAT

Topologies

Packets o, e.g.:

—f ..
5 {fr=nayeees fi = i)
2 {sw=A, pt =2, type = SSH, dst = H,}

-i 2 1 -i
/Switch A Switch B

sw=A-pt=2-sw<+ B-pt<+ 1+
tE sw=B -pt=1 -sw+ A-pt+ 2+

NetKAT: Semantic Foundations for Networks [Anderson & al., POPL’14] 7



NetKAT

Forwarding Tables

Packets o, e.g.:

Fields::= f1 | ... | fx Pattern | Action
o = {fi=n1,..., fr =n} type = SSH| true
DA = {sw=A, pt =2, type = SSH, dst = H,} X false

p = type = SSH



NetKAT

“Monitor SSH traffic between Switch A and Switch B”

DL = {sw= A, pt =2, type = SSH, dst = Hy}

AN — *
p =type = SSH (p- 1)

sw=A-pt=2-sw<+ B-pt<+ 1+
tE£ sw=B-pt=1-sw+ A-pt + 2+

-i2 1
/Switch A Switch B




NetKAT

“Monitor SSH traffic between Switch A and Switch B”

DL = {sw= A, pt =2, type = SSH, dst = Hy}
p = type = SSH (p-t)*

sw=A-pt=2-sw<+ B-pt<+ 1+
tE£ sw=B-pt=1-sw+ A-pt + 2+

-i2 1
/Switch A Switch B




NetKAT

“Monitor SSH traffic between Switch A and Switch B”

DL = {sw= A, pt =2, type = SSH, dst = Hy}

A —_ >k
p =type = SSH (p 1)

sw=A-pt=2-sw<+ B-pt<+ 1+
tE sw=B-pt=1 -sw+ A-pt <+ 2+

-i2
/Switch A Switch B




NetKAT

“Monitor SSH traffic between Switch A and Switch B”

DL = {sw= A, pt =2, type = SSH, dst = Hy}
p = type = SSH (p , t)*

sw=A-pt=2-sw<+ B-pt<+ 1+
tE£ sw=B-pt=1-sw+ A-pt + 2+

-i2
/Switch A Switch B




NetKAT

“Monitor SSH traffic between Switch A and Switch B”

DL = {sw= A, pt =2, type = SSH, dst = Hy}

A
:t — *
p = type = SSH (p - t)

sw=A-pt=2-sw<+ B-pt<+ 1+
t2 sw=B-pt=1-sw+ A-pt « 2+

-i2 1
/Switch A Switch B




NetKAT

“Monitor SSH traffic between Switch A and Switch B”

DL = {sw= A, pt =2, type = SSH, dst = Hy}
p = type = SSH

sw=A-pt=2-sw<+ B-pt<+ 1+
tE£ sw=B-pt=1-sw+ A-pt + 2+

=y

/Switch A

Switch B




NetKAT framework in a Nutshell

Syntax & (Big-Step Denotational) Semantics

Pr:=0|1|f=n|Pr+ Pr|Pr-Pr|-Pr [-]: N — (H — P(H))
Nuz=Pr|fen|N+N|N-N|N"|dup ..1--(h)é [p-q] (h) = ([p] » [a]) (h)
:O:: (h) 2 { [p*] (R) & Usen £ (h)
- A {0 h} ifo(f)=n .FO (h) = {h} |
Fields == f1 | ... | fx [f =n] (o::h) = o therwise F (k) 2 ([p] o FY) (h)
Packets 0 = {f1 = nl, ooy fo=ng} [-a] (R) £ {h}\ la] (R) 1 (f]]'(g)fz; : %J{“Q((y.).)wy}e f(z)}
Histories h = o109 ... 05 2 () [f < n] (0::h) = {o[f := n]:h} HPIAg=R) = 0o
| [p+ql (k) 2 [p] (h) U [q] (h)
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NetKAT framework in a Nutshell

Syntax & (Big-Step Denotational) Semantics

Pr:=0|1|f=n|Pr+ Pr|Pr-Pr|-Pr [-]: N — (H — P(H))
Nuz=Pr|fen|N+N|N-N|N" gy ..1--(h)é [p-q] (h) = ([l * [d]) (R)

:O:: (h) 2 { [p*] (R) & Usen £ (h)

- A {0 h} ifo(f) =n .FO (R) = 1h} |

Fields == f1 | ... | fx [f =n] (o::h) = o therwise F (h) 2 ([p] o FY) (h)
Packets 0 = {fi =n1,..., fx =Nk} [-a] (R) £ {h}\ la] (R) 1 (f]]'(g)fz; Z %J{Q(y)}t’y}e f(z)}
Histories h = o109 ... 05 2 () [f < n] (0::h) = {o[f := n]:h} up] (o::h) = {o::(o:h)
[p+q] (h) 2 [p] () U[q] (k)

Sound & Complete Axiomatisation (Enx)

lpl = lq] iff Enk - p=gq

10



NetKAT

Extensions & Limitations

 Extensions
* Congestion control [Foster & al., ESOP’16]
* History-based routing, Stateful network updates [Beckett & al., PLDI’16] [McClurg & al., PLDI’16]

* Higher order functions [Vandenbroucke & al., POPL’20]
* Concurrent extensions [Wagemaker & al., CONCUR’20] [Wagemaker & al., ESOP’22]

 Limitations
* Dynamic network reconfigurations / flow table updates

* Interaction between control plane and data plane

11



Dynamic NetKAT (DyNetKAT)

Supports...

 Dynamic & stateful behaviour

e Synchronisation of

- Controllers trigger network (Host ) - int ext
reconfigurations

« Switches accept reconfigurations & =
update flow tables

Stateful Firewall

12



Dynamic NetKAT (DyNetKAT)

Supports...

j

<]

 Dynamic & stateful behaviour :

\

e Synchronisation of

- Controllers trigger network (Host ) - int ext
reconfigurations

« Switches accept reconfigurations &
update flow tables

Stateful Firewall
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Dynamic NetKAT (DyNetKAT)

Supports...

N

<]

e Dvnamic & stateful behaviour SecConReq' SecConReq?
y «

e Synchronisation of .1

e Controllers trigger network <H03t> :
reconfigurations

« Switches accept reconfigurations &
update flow tables

Stateful Firewall
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Dynamic NetKAT (DyNetKAT)

Supports...

 Dynamic & stateful behaviour DA

e Synchronisation of

- Controllers trigger network (Host ) - int ext
reconfigurations

« Switches accept reconfigurations &
update flow tables

Stateful Firewall
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DyNetKAT

Overview

» Conservative extension of NetKAT
 Minimalist language
 Multi-packet behaviour
 Every “in-flight” packet observes a single set of flow tables

* |nspired by abstractions in the domain [Reitblatt & al., SIGCOMM’12]
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DyNetKAT Language

A Process Algebraic Approach

o Syntax
.= NetKAT —9upP

D:=1|N;D|z?N;D|z!N;D|D||D|D®D|X
X2D

14



DyNetKAT Language

A Process Algebraic Approach

o Syntax
.= NetKAT —9upP
D:=1|N;D|2?N;D|z'N;D|D||D|D®D| X
X:2D

e (Small-Step Operational) Semantics  (p, Ho, H1) - (p', H,, H!)

14



DyNetKAT Language

A Process Algebraic Approach

o Syntax
.= NetKAT —9upP
D:=1|N;D|2?N;D|z'N;D|D||D|D®D| X
X:2D

e (Small-Step Operational) Semantics (p, Ho, H1) = (p', H}, Hy)
o' € [p](o::())

(p;q,0 :: H H'") (G’a)> (9, H,o' :: H")

14



DyNetKAT Language

A Process Algebraic Approach

o Syntax
N ::= NetKAT 9upP

=1|N;D|z?N;D|zIN;D|D||D|D®D|X
X2D

» (Small-Step Operational) Semantics (p, Hy, H1) - (p', H,, H})

o € [p](a::()) (p, Ho, Hp) = (p H,, H)

@), (¢, H,o" : HY) (p® q, Ho, Hy) — (¢, Hy, H)
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DyNetKAT Language

A Process Algebraic Approach

o Syntax
N ::= NetKAT 9upP

D:=1|N;D|xz?N;D|x2IN;D|D||D| D& D|X
X=D

» (Small-Step Operational) Semantics (p, Hy, H1) - (p', H,, H})

J/ 6 Ilp]]( <>) (p, HO,.H/) ’Y (p/ Hl,H/)
(p7Q7U::H7H,) (00) (Q,H U H,) (p@g,HO,H,) (p Hl,H/)
(¢, H,H) =25 (¢, H,H) (s,H,H)=*H (¢, H,H) *=' #=

p rcfg(x,p) 11t y - il :
(ql|s, H, H') » (¢'||s', H,H') d=! &=7

14




Example

Switch=((port = int) - (port + ext)) ; Switch®

((port = ea:t) : O) - Switch® S€CConReq , G ConReq , H

=

secConReq?1 ; Switch'

Switch'= ((port = int) - (port + ext)) ; Switch'®
((port = ext) - (port « int)) ; Switch'® (Host) - .
<]

secConEnd?1 ; Switch

Host=secConReq!l ; Host®

secConEnd!'l ; Host
Stateful Firewall

Init= Host || Switch

15



DyNetKAT Equivalence

Bisimilarity (~). A symmetric relation R over DyNetKAT is a bisimulation
whenever for (p, q) € R the following holds:

If (p, Ho, H1) = (p, Hy, H.) then exists ¢’ s.t. (g, Ho, H1) = (¢/, Hj, H) and
(p',q") € R, with v ::= (0,0") | z7r | z!r | rcfg(x, ).

16



DyNetKAT Equivalence

Semantic Layering. Let p and g be NetKAT 9P policies. The following

holds: |p| = |ql iff (p;d) ~ (g;d) for any DyNetKAT policy d.

e Conservative extension of the NetKAT semantics
* Re-usability of the NetKAT tools (e.g., axiomatisation)
* Modular extension to dynamic behaviour - DyNetKAT

17



DyNetKAT Equivalence

Sound & Ground Complete Axiomatisation (Eonk) - ACP style

for p,q,r € DyNetKAT and z,y € NetKAT ~9uP

for a =2z | z?7z | !z | refg,, ,
O;p= L
(z+y);p=2;pPy;p
PDPg=qDp
P®q®r=pd(gdr)
pPOP=p
p®L=p
plla=ql|p
pllL=p
plla=plla®qllp®p|q
dlip= L
(a;p)lla= a;(pl|q)
(p ® 9)llr = (p[lr) @ (qll7)
(x?z;p) | (z!z;q9) = refg, ,;(pllq)

(r @ q)
p
p

r=(p|r)®(q]|r)
q=q|p
q= L [owise]

(A0)
(A1)
(A2)
(A3)
(A4)
(A5)
(A6)
(A7)
(A8)
(A9)
(A10)
(A11)
(A12)
(A13)
(A14)
(A15)

for at i=a-m | x?72 | x!z | rcfg,, :
oc(L)= L (61)
dc(at;p) = at;dc(p) if at & L (4;)
Sc(at;p)= Lifat € L (6:5)
oc(p® q) = dc(p) ®6c(q) (de)
for n € N :
ro(p) = L (IT,)
(L) = L (IT.)
Tn+1(at;p) = at;mn(p) (II;)
Tn(Pp @ q) = mn(p) ® T™n(q) (I1g)

p=qifvynéeN : m,(p) = 7,(q) (AIP)

Enk

Soundness & Completeness:
p~qiff EpnkFp=gq
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DyNetKAT Equivalence

Sound & Ground Complete Axiomatisation (Eonk) - ACP style

for p,q,r € DyNetKAT and z,y € NetKAT dup for at = a -7 | z?2z | !z | rcfg,, . :
for a =2z | xz7z | !z | rcfg,, . or(L)= L
O;p= L (AO) dr(at;p) at ;0r(p) it
Op(at;p)= L if at € L
pODg=qDp Az) oc(pDq)=0,c(p) @ ol
pPDqg)Br=p>D(gdr) A3)
pOpPp=p A4) for n € N :
p@®L=rp AD) mo(p) = L ({1p)
pllg= ql|p A6) (L) = 1 (11)
pl|l L= p AT) Tnt1(at;p) = at;my(p) (11;)
plla=plla®Pqllp®p| g (A8) (P ® q) (p) ® 7™n(q) ({g)
1lllp= L )

(a;p)llga= a;(pll|q)
(p ® q)llr = (pllr) & (q|[7)
(z?z;p) | (zlz;q) = rcfg,. . ;(p||q)

D giftvn € N : o, (p) mn(q) (AIP)

(p®dq)|r=@E|r)D(g]|T)
plg=q|p
p|lg= L |owise

—— — — —— — — — — — — — —— — ——
3 S * 3 * * S N
i
~
Sl

Soundness & Completeness:
p~qif Epnk Fp=q

18



DyNetKAT Equivalence

Sound & Ground Complete Axiomatisation (Eonk) - ACP style

- o AT - AT . 1 . - T+ A m—dup _ ‘
for p,q,r € DyNetKAT and z,y € NetKA'l for at i=a -m | 2?2z | 2!z | refg, _:

(a;p)lla= a;(p||q) p=qifVneN: m,(p) mn(q) (AIP)

(p® q)|lr = (pllr) & (q|l7)
(z?z;p) | (z'z;q9) = rcfg, . ;(p||q)
(p®q)|r=@|r)D(q]| )
plg=q|p
p|g= L [owise]

for a =2z | xz7z | !z | rcfg,, . or(L)= L (01 )
O;:p= L (AO) oc(at;p)= at;do,c(p) if at & L (0.)
(z4+vy);p=2z;pPy;p (Al) dp(at;p)= L if at € L (d%)
PpOLI=qOPp (A2) bc(p®q)=dc(p) ®dc(q) ()
(pDqg) Br=pP (gD r) (A3) E N K
pOP=Dp (A4) for n € N :
p®L=p (Ad) mo(p) = L (I1p)
pllg= ql|p (A6) mn(Ll)= L (IT )
|| L D (A7) Tn+1(at;p) at ; 7wy (D) (11.)
pllg=plla®qllp® p | g (A8) Tn(P @ q) = Tn(p) @ ™ (q) (g )
Lllp 1 (A9)
(Al10)
(All)
(Al2)
(A13)
(Al4)
(AlS)

Soundness & Completeness:
p~qiff EpnkEp=q
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DyNetKAT Equivalence

Sound & Ground Complete Axiomatisation (Eonk) - ACP style

for p,q,r € DyNetKAT and z,y € NetKAT
for a =2z | xz7z | !z | rcfg,, .

O;:p= L (AO)

(z4+y):p=2z;pPy;p (Al)

pPBg=qgDp (A2)

pPDqg)Br=p>D(gdr) (A3)

pDP=1p (A4)

pd L=p (AD)

pllg=qllp (A6)

plla=plgDqllpDp|qg (AS)

lllp= 1 A9)

(asp)llg= a;(p]|q) A1(

(p®q)llr= (pllr) ® (qllr) (A1l

Pl4q
Pl4g

(|l q)
(p|7)D(q]| T)
qg|p

1 /)U‘M(-ﬂ

rcfg. . .

» » » » » » M N

P

for at i=a -7 | xz72z | !z | refg, . :
dr-(at: ;)) at ;0. (p) if at € L (9.)
Sr(at;p)= L if at € L (67-)
bc(p®q)=6c(p) @ dc(q) (0 )
for n € N :
mo(p) = L (L1p)
(L) = 1 ({11)
n-+1 ( at ; /)) at ; Tn (/)) ( [Y )
(P D q) (p) @ ™ (q) ({g)
gitVn e N : m,,(p) T ) (AIP)
L;;\'/\
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Soundness & Completeness:
p~qif Epnk Fp=q




Safety / Reachability in DyNetKAT

Framework for Safety

* Specification language for safety properties

act == a-m|refg,  (a-m, refg, € .A)
regexp ::= true | act | ~act | regexp + regexp | regexp - regexp |
(regexp)” (withn > 1)
prop ::= |regexp|false

|—] : Prop — DyNetKAT

 E.g., Stateful Firewall: “No traffic from Internet to intranet without secure connection”, equationally

= :(—'rCfgsecConReq,l)n ' (port — GCIJt) ' (pO’I"t — Znt)]false
EY e b [spec,] @ Init = [spec,,]
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Safety / Reachability in DyNetKAT

FatTree Topologies

Core Cy
\

Aggregation [

Top-of-Rack %
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Safety / Reachability in DyNetKAT

FatTree Topologies

C Ore Ch \ C2 ('3 4

Aggregation

Top-of-Rack £

Pod 1 Pod 2 Pod 3 Pod 4

 Reachability I: While controller updates, allow non-SSH from Ta to Tb
 Reachability Il: While controller updates, block SSH from Ta to Tb

 Waypointing: After controller updates, Ay is a waypoint between Ta and Tb

20



Safety / Reachability in DyNetKAT

Safety Framework Implemented in Maude: github.com/hcantunc/DyNetiKAT

Core

Aggregation [4:

Top-of-Rack %

Time

B Preprocessing W Reachability-|

99 Switches 208 Switches 375 Switches

W/

——

—

(6 pods) (8 pods)
21

10 poas)

4()

eachability-|



http://github.com/hcantunc/DyNetiKAT

Safety / Reachability in DyNetKAT

Safety Framework Implemented in Maude: github.com/hcantunc/DyNetiKAT

B Preprocessing MW Reachability-l W Reachability-ll W Waypointing All Properties

Core

Aggregation [4:

Top-of-Rack %

Time

] Ll oM

99 Switches 208 Switches 375 Switches 612 Switches 931 Sw

W/

——

—

(6 pods) (8 pods)
21

10 pods) (12 pods)



http://github.com/hcantunc/DyNetiKAT

Safety / Reachability in DyNetKAT

Safety Framework Implemented in Maude: github.com/hcantunc/DyNetiKAT

Core B Preprocessing MW Reachability-l W Reachability-ll W Waypointing All Propertie:
00)
Aggregation [4: 100 00
[
00
1.6
Top-of-Rack % I l B N m
.4 . 0 . ouuU
— } ; 1 [ ){)

Tim
L 1
() [
1
1
1
1
O

()
)9 Switchi 208 Switcht /5 Switchi 612 Switche 931 S
6 podas) (8 pods) (10 pods) (12 pod: 1 4
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http://github.com/hcantunc/DyNetiKAT

Safety / Reachability in DyNetKAT

Safety Framework Implemented in Maude: github.com/hcantunc/DyNetiKAT

Core

Aggregation [4:

Top-of-Rack %

)

Time

Frepr

Reachability-|

Reachabilityv-|



http://github.com/hcantunc/DyNetiKAT

Conclusions

DyNetKAT Language
. A Process Algebraic Approach
Dynamic NetKAT (DyNetKAT)
Supports... * Syntax
? N ::= NetKAT—dup
. i i . nReq ? D:=1|N;D|z?N;D|zIN;D|D||D|D&D|X
Dynamic & stateful behaviour s J l|Z| X|éD |z |z |D||D|DeD |
e Synchronisation of
- * (Small-Step Operational) Semantics (p, Ho, H,) > (p', H}, H})
« Controllers trigger network (Host ) int ext
reconfigurations o’ € [p](o::()) (p, Ho, Hy) & (p Hy, Hi)
. . n (o:0") /..oyt ®q,Hy, H. H,, H!
« Switches accept reconfigurations & (oo HH) S @iHc H) (p® g, Ho, Hg) = (¢/, H, Hy)
update flow tables
(0.8, H) =5 (¢, H 1) (sHH) 222 (s, H,H) *=T 4=
fe(x,

Stateful Firewall (q||s, H, H") —) (¢lls #H H ) = &=7
13

Safety / Reachability in DyNetKAT

» Safety Framework Implemented in Maude: github.com/hcantunc/DyNetiKAT

* Related: Concurrent NetKAT [Wagemaker & al., ESOP’22]

* Focus on the actual flow of (multiple, concurrent) network packets

22



Thanks!



