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Contributions

• Minimalist formal language for Software Defined Networks enabling  

• Dynamic network reconfigurations / flow table updates 

• Interaction between control plane and data plane 

• Scalable analysis for realistic cases using equational reasoning
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Software Defined Networks (SDNs)
What?

• A major trend in industry


• Extensively applied by various cloud service providers (Google, Microsoft)


• Make networks programmable 


• Efficient network management


• Improve scalability, adaptability


• Cost savings


• Shift from running proprietary code to open software run on commodity 
hardware
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Software Defined Networks (SDNs)

Old-Fashioned

Source: medium.com
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Verification of Networks
Mathematically inspired PL 

• Flowlog [Nelson & al., NSDI’14]


• Kinetic [Kim & al., NSDI’15]


• NetKAT [Anderson & al., POPL’14][Foster & al., POPL’15]


• WNetKAT [Larsen & al., OPODIS’16]


• AllSynth [Larsen & al., FASE’22]
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NetKAT
Kleene Algebra with Tests + Network Primitives

• NetKAT policies encode


• Packet forwarding  ( +   .   * )


• Packet classification ( =   .   +   ¬ )


• Packet modification ( f ← n )

KAT: Regular Expressions + Boolean Algebra

6NetKAT: Semantic Foundations for Networks [Anderson & al., POPL’14]



NetKAT
Topologies

Switch A Switch B
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7NetKAT: Semantic Foundations for Networks [Anderson & al., POPL’14]



NetKAT
Forwarding Tables

8A Fast Compiler for NetKAT [Smolka & al., ICFP’15]



NetKAT
“Monitor SSH traffic between Switch A and Switch B”

9

Switch A Switch B

2 1

. . .  

. . .  

. . .  

. . .  

NetKAT Tutorial: Programming, Modeling, and Reasoning about Networks (S. Smolka)
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NetKAT framework in a Nutshell
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Syntax & (Big-Step Denotational) Semantics

Sound & Complete Axiomatisation (ENK)



NetKAT
Extensions & Limitations

• Extensions


• Congestion control [Foster & al., ESOP’16]


• History-based routing, Stateful network updates [Beckett & al., PLDI’16] [McClurg & al., PLDI’16]


• Higher order functions [Vandenbroucke & al., POPL’20]


• Concurrent extensions [Wagemaker & al., CONCUR’20] [Wagemaker & al., ESOP’22] 


• Limitations


• Dynamic network reconfigurations / flow table updates


• Interaction between control plane and data plane
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Dynamic NetKAT (DyNetKAT)
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• Dynamic & stateful behaviour


• Synchronisation of


• Controllers trigger network 
reconfigurations


• Switches accept reconfigurations & 
update flow tables

Stateful Firewall
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DyNetKAT
Overview

• Conservative extension of NetKAT


• Minimalist language


• Multi-packet behaviour


• Every “in-flight” packet observes a single set of flow tables


• Inspired by abstractions in the domain [Reitblatt & al., SIGCOMM’12]
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DyNetKAT Language
A Process Algebraic Approach

• Syntax
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Example
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SecConReq ?SecConReq !
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DyNetKAT Equivalence
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DyNetKAT Equivalence
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• Conservative extension of the NetKAT semantics

• Re-usability of the NetKAT tools (e.g., axiomatisation)

• Modular extension to dynamic behaviour - DyNetKAT 



DyNetKAT Equivalence
Sound & Ground Complete Axiomatisation (EDNK) - ACP style
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Safety / Reachability in DyNetKAT

• Specification language for safety properties            


• E.g., Stateful Firewall: “No traffic from Internet to intranet without secure connection”, equationally
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Framework for Safety



Safety / Reachability in DyNetKAT
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FatTree Topologies

SSH



Safety / Reachability in DyNetKAT
FatTree Topologies

SSH

• Reachability I: While controller updates, allow non-SSH from Ta to Tb 


• Reachability II: While controller updates, block SSH from Ta to Tb 


• Waypointing: After controller updates, Ay is a waypoint between Ta and Tb 
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Safety / Reachability in DyNetKAT
• Safety Framework Implemented in Maude: github.com/hcantunc/DyNetiKAT
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• Related: Concurrent NetKAT [Wagemaker & al., ESOP’22]


• Focus on the actual flow of (multiple, concurrent) network packets
22

Conclusions



Thanks!


