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CONTENTS

presenting a technique for automatic verification of concurrent 
systems that has been used for designing analysis tools and 

demonstrating their correctness 

the technique consists of 

associating behavioural types to programs that record relevant infos for 
a given property 

define an analyzer of behavioural types or use off-the-shelf analyzers
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implement a type inference system

not hard: resort to well-established theories
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THE TECHNIQUE IN DETAIL

INPUT: a programming language with an operational semantics  → 

demonstrate that a program P owns a property Ψ 

FIRST HALF: the behavioural type inference and its correctness 

SECOND HALF: the correctness of behavioural types with respect 
to the property Ψ
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THE TECHNIQUE IN DETAIL — THE FIRST HALF

1. define behavioural types that are abstract specifications of programs 
detailed enough to verify Ψ 

2. define a relation, say  ⊒ and called greater-than, on behavioural types, e.g. 

𝕓 ⊒ 𝕓' 

3. define an inference system such that  Γ ⊢ P : 𝕓 

comments: (1) there are as many rules as the syntactic constructs in the language 

(2) additional rules are needed for the runtime configurations of the program, c.f. → 

4. THEOREM (subject reduction)  if  Γ ⊢ P : 𝕓  and   P  →  P'  then there are  

Γ', 𝕓'  such that  Γ'⊢  P' : 𝕓'  and   𝕓 ⊒ 𝕓'
5

in standard type systems  𝕓 = 𝕓' 

the difficulty of implementing  
Γ ⊢ P : 𝕓  is the same of 
standard semantic analysis

the behavioural type inference and its correctness
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THE TECHNIQUE IN DETAIL — THE SECOND HALF

the correctness of behavioural types 

5. define a property  Ψ'  over behavioural types and specify   𝕓 ⊩Ψ'     
comments: (1) Ψ'  is different from  Ψ  because behavioural types and programs 
have different models 

(2) the algorithm for   𝕓 ⊩Ψ'   must terminate   

(2) usually  𝕓  is either a finite model or one uses a terminating fixpoint technique 

(3) 𝕓 ⊩Ψ'   requires no work if there is a well-established theory 

6. demonstrate that, if   𝕓 ⊩Ψ'    and   𝕓 ⊒ 𝕓',  then   𝕓' ⊩Ψ'  

7. demonstrate that, if   Γ ⊢ P : 𝕓   and   𝕓 ⊩Ψ'   then   P  owns the property  Ψ
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A CASE STUDY
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lams

finite transition systems

lams

presburger arithmetics eq.

presburger arithmetics eq.

presburger arithmetics eq.

finite-length abstract computations
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THE PROGRAMMING LANGUAGE — miniJava

programs in miniJava are   (𝔻, P) 

𝔻  is a finite set of method name definitions       A(x1,…,xn) = PA 

P is the main process 

the syntax of  P  and  PA  is 

P ::=  0 | (ν x) P | (ν P) P | if e then P else P  
    |    A(e1,…,en) | sync(x){ P }  

e ::=  x | v | e op e  

you may write complex programs
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in Java this is  
    Thread t = new Thread(){ P } ; 
  t.start() ;

in Java this is  
   synchronized(x){ . . . }
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Philo_n-2

THE DINING PHILOSOPHERS IN  miniJava

• symmetric strategy: possible deadlocks 

• at least one Philo with a different 
strategy: no deadlocks

9

Philo_0

Philo_n

Philo_n-1

Philo_1 buildNetwork 
n

buildNetwork 
n-1

buildNetwork 
n-2

buildNetwork 
1

you may write complex programs in miniJava: 

buildNetwork(x,y,n) = (ν z)( 
      if (n==1) then sync(x){sync(y){ 0 }}  
      else (ν sync(x){sync(z){ 0 }}) buildNetwork(z,y,n-1) 
      ) 

z1

z2

z3

z4

zn-1

zn(ν sync(zn){sync(z1){ 0 }})  
buildNetwork(z1,zn,n)

the TABLE
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THE OPERATIONAL SEMANTICS OF  miniJava

program   (𝔻, P) 

the initial state is   P ∙ ɛ,  generic states are  P1 ∙ σ1| ... | Pn ∙ σn 

the operational semantics:
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sequence of locks that have been acquired by P1

Definition 0.1. The operational semantics of a program  “
`
C1 D1, ¨ ¨ ¨ , Cn Dn, P

˘

is a transition system where the initial state is P ‚ ", and the transition relation
›Ñ is the least one closed under the rules:

(Zero)

0 ‚ � ›Ñ
(NewO)

z “ freshp q
p⌫ xqP ‚ � | P ›Ñ P tz{xu ‚ � | P

(NewT)

p⌫ P q Q ‚ � ›Ñ P ‚ " | Q ‚ �

(IfT)

rress ‰ 0

if e then P else Q ‚ � ›Ñ P ‚ �

(IfF)

rress “ 0

if e then P else Q ‚ � ›Ñ Q ‚ �

(Call)

rress “ v Apzq “ P

Apeq ‚ � ›Ñ P tv{zu ‚ �

(Sync)

x R P

syncpxqt P u ‚ � | P ›Ñ P ‚ � ¨ x | P

We often omit the subscript of ›Ñ when it is clear from the context. We write
›Ñ˚ for the reflexive and transitive closure of ›Ñ.

May 5, 2023

parallel threads

reentrancy
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DEADLOCKS  IN  miniJava

a program (𝔻, P) is deadlock-free if, whenever   

P ∙ ɛ  坝*  ℙ  and      ℙ  =  sync(x){ Q }∙ σ | ℙ’

then there is  ℙ” such that     ℙ 坝 ℙ” 

e.g.   

(ν sync(x){sync(y){ 0 }}) sync(y){sync(x){ 0 }} deadlocks 

(ν sync(zn){sync(z1){0}}) buildNetwork(z1,zn,n) deadlocks 
for every n 

(ν sync(z1){sync(zn){0}}) buildNetwork(z1,zn,n) never 
deadlocks

11
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LAMS

our behavioural types are lams 

lams define sets of dependencies  

dependencies are relations containig pairs       (x,y)  

the syntax is:  

          ℓ  =   0   |  (x,y)   |   (ν x)ℓ |    ℓ  &  ℓ'   |    ℓ  +  ℓ'   |    A(x1,…,xn) 

a program is   (ℒ, ℓ )     where  ℒ  are lam-function definitions 

A(x1,...,xn)= (ν z1,…,zm)ℓ 

example of a lam-function:  

   buildNetwork(x,y) = (ν z)((x,y) + (x,z) & buildNetwork(z,y))
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LAMS — THE RELATION  ⊒

ℓ  ⊒ ℓ'
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if  ℓ  contains a function invocation  A(u1,...,un) 

A(x1,..., xn)= (ν z1,..., zm)ℓA   is in   ℒ 

ℓ'  is  ℓ  where the invocation A(u1,...,un)has been replaced by  

ℓA {z1',…, zm'/z1,…, zm }{ 
u1,…, un/x1,…, xn } with  z1',…, zm' fresh 

variables

example of ⊒:  

(y,x)& buildNetwork(x,y)  
⊒ (y,x)&(x,y) + (y,x)&(x,z1)& buildNetwork(z1,y)) 
⊒ (y,x)&(x,y) + (y,x)&(x,z1)&[(z1,y) + (z1,z2)& buildNetwork(z2,y)] 
= (y,x)&(x,y) + (y,x)&(x,z1)&(z1,y) + (y,x)&(x,z1)&(z1,z2)&  
                                           buildNetwork(z2,y)
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THE STATIC SEMANTICS OF  miniJava
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Processes – Hx1 ¨ x2 ¨ ¨ ¨xnI “ px1, x2qN¨ ¨ ¨ Npxn´1, xnq :

(T-Zero)

� ; � $ 0 : H�I

(T-New)

�, x : Obj ; � $ P : ` x R �

�;� $ p⌫ xq P : p⌫ xq `

(T-Sync)

� ; � ¨ x $ P : `

� ; � $ syncpxqt P u : `

(T-If)

� $ e : int � ; � $ P : ` � ; � $ P 1 : `1

� ; � $ if e then P else P 1 : ` ` `1

(T-Par)

� ; � $ P : ` �, u : Obj ; u $ Q : `1

� ; � $ p⌫ Qq P : `N p⌫ uq `1

(T-Call)

� $ u : Obj � $ e : int

� ; � ¨ z $ Apu, eq : Apz, uq N H� ¨ zI
Expressions:

(T-Int)

� $ v : int
(T-Var)

�, x : T $ x : T

(T-Op)

� $ e : int � $ e1 : int

� $ e op e1 : int
(T-Seq)

p� $ ei : TiqiP1..n
� $ e1,. . ., en : T1,. . ., Tn

Programs:
(T-Prog)´

u : Obj ; u $ PA : `A
¯Apx,yq“PAPD

L “ î
Apx,yq“PAPDtApu, xq “ `Au

�, u1 : Obj ; u1 $ P : `

� $ pD, P q :
`
L , `

˘

Figure 1: The type system (we assume a function name fC.m for every method name m of class
C)
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THE SUBJECT REDUCTION THEOREM
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if  Γ ⊢  ℙ : ℓ  and   ℙ 坝 ℙ'  then there are  Γ', ℓ'  such that   

Γ' ⊢  ℙ' : ℓ'  and   ℓ ⊒ ℓ' 

judgments for states
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THE SECOND HALF: CIRCULAR DEPENDENCIES IN LAMS
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example of ⊒:  

(y,x)& buildNetwork(x,y)  
⊒ (y,x)&(x,y) + (y,x)&(x,z1)& buildNetwork(z1,y)) 
⊒ (y,x)&(x,y) + (y,x)&(x,z1)&[(z1,y) + (z1,z2)& buildNetwork(z2,y)] 
= (y,x)&(x,y) + (y,x)&(x,z1)&(z1,y) + (y,x)&(x,z1)&(z1,z2)&  
                                           buildNetwork(z2,y)

this is a circular dependency
this is also a circular dependency 

(by transitive closure)

a lam  ℓ  has a circularity if there is  ℓ'  such that   

ℓ ⊒ ℓ' and  ℓ'  has a sumand with a circular dependency  

THEOREM: it is decidable whether a lam  ℓ  has a circularity or not  
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THE SECOND HALF: CIRCULAR DEPENDENCIES IN LAMS
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THEOREM: if  Γ ⊢  ℙ : ℓ   and  ℓ  has  no circularity  then  ℙ is 
deadlock-free

absence of circularities in lams corresponds to deadlock freedom 
in miniJava processes
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CONCLUSIONS

18

1. type inference relates programs and behavioural types 

2. behavioural type analysis allows us to demonstrate sensible 
properties on programs


