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Motivation
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Concurrency — distributed computing
— parallel algorithms

e Pointers

— dynamic data structures
— shared memory
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An Example

<r>:=0 y :=<r>;

while(y=—-1){y :=<r>}
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An Example

Given resource invariant lp == r — —1V r — 0, we have:

/] true

<r>:=-1;

/] true

/] true /] true
<r>:=0 y :=<r>;

J y=—=-1Vvy=0
while(y=—-1){y :=<r>}

/] true J y=0
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An Example

Given resource invariant Ip = r — —1V r — 0, we have:

J

<r>:=-1;

J
J 177

{<r>:=0}
[0.5]

{<r>:=1}
/] true

J y=0

/] true
y :=<r>;

J y=-1VvVy=0
while(y=—-1){y :=<r>}

J y=0
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Expectations and Weakest Liberal Preexpectations [Mclver & Morgan, 2001]

Definition
For program C, expectations! X, Y: States — [0, 1] (with States := Stacks x Heaps):

X < wlp[C](Y) iff X lower bounds the expected value of Y after executing C
+ probability to diverge

! Actually random variables and not expected values.
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Expectations and Weakest Liberal Preexpectations [Mclver & Morgan, 2001]

Definition
For program C, expectations! X, Y: States — [0, 1] (with States := Stacks x Heaps):

X < wlp[C](Y) iff X lower bounds the expected value of Y after executing C

+ probability to diverge \

probability of Y when Y': States — {0,1}

! Actually random variables and not expected values.

RWTH
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Expectations and Weakest Liberal Preexpectations [Mclver & Morgan, 2001]

Definition
For program C, expectations! X, Y: States — [0, 1] (with States := Stacks x Heaps):

X < wlp[C](Y) iff X lower bounds the expected value of Y after executing C
+ probability to diverge

Example

© 0.5 < wlp[Casgn] ([r — 0])
0.5 < wip[Casgn] ([r — 1]) Cogom {<r>:=0}[05]{<r>:=1}

! Actually random variables and not expected values.
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Expectations and Weakest Liberal Preexpectations [Mclver & Morgan, 2001]

Definition
For program C, expectations! X, Y: States — [0, 1] (with States := Stacks x Heaps):

X < wlp[C](Y) iff X lower bounds the expected value of Y after executing C
+ probability to diverge

Example

© 0.5 < wlp[Casgn] ([r — 0])

0 0.5 < WIp[Casgr] ([ — 1]) Cosgn : {<r> =0} [05] {<r>:=1}
+ 05 < wp[Cul (Iy = ) Fn’ o _(1)} .

r> := y :=<r>;

[0.5] while(y = —1){

{<r>:=1} y 1=<r>};

! Actually random variables and not expected values.

RWTH
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Expectations and Weakest Liberal Preexpectations [Mclver & Morgan, 2001]

Definition
For program C, expectations! X, Y: States — [0, 1] (with States := Stacks x Heaps):

X < wlp[C](Y) iff X lower bounds the expected value of Y after executing C
+ probability to diverge

Example

e (05 < Wlp[[Casgn]] ([r —0])

e 0.5 < wlp[Casgn] ([r — 1]) Casgn : {<r>:=0}[05] {<r>:=1}
.OSSWlp[[Crun]] ([y:O]) Crun  <r>:= _].,
o 1 < wlp[Cun] ([y =0]) {<r>:=0} ||y :=<r>;

(probability of 0.5 to not terminate) [0.5] while(y =—-1VvVy=1){

{<r>:=1} y :=<r>};

! Actually random variables and not expected values.

RWTH
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Separating Multiplication [POPL 2019]

Separating conjunction: 0 =¥ x ¢ iff doj, 000 =01Woy,01 F Y ATy @
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Separating Multiplication [POPL 2019]

Separating conjunction: 0 =¥ x ¢ iff doj, 000 =01Woy,01 F Y ATy @
Definition
For state o € States and expectations X, Y: States — [0, 1], we define

(X xY)(o) =sup{X(o1) - Y(02) | c =010y}

{x — 1,y — 0}

= HR“%M,

0, {x—=1Ly=0} | | {x—1}{y—0} {y=0h{x—=1} | | {x—= Ly~ 0}0
01,03 01,03 01, 03 01,03

RWTH
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Separating Multiplication

[POPL 2019]

Separating conjunction: ¢ |= ¥ x ¢

Definition

iff Joj,00:0=01Won,01 FEvV Aoy |E @

For state o € States and expectations X, Y: States — [0, 1], we define

(X xY)(o) =sup{X(o1) - Y(02) | c =010y}

{x — 1,y — 0}

T

0,{x— 1,y — 0}

{x — 1}, {y — 0}

2 2
01702

EMM,

X(a1) - Y(03),

{y —» 0}, {x — 1}

3 .3
J1702

X(ai) - Y(03),

{x—>1y—0}0

4 4
J1702

X(o1) - Y(03)

}

01,03
sup{  X(o1) - Y(03),
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Quantitative Magic Wand [POPL 2019]

Qualitative magic wand (separating implication): o =9 —t ¢ iff Vo' :0'E¢Y = oWo' | ¢
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Quantitative Magic Wand [POPL 2019]

Qualitative magic wand (separating implication): 0 =19 — ¢ iff Vo' :0'=¢v = oWo'
Definition
For state o € States, predicate 1): States — {0,1} and expectation Y': States — [0, 1], we define

(6 —= Y)(0) =inf{ Y(c W) | o' )

G {x — 1} not disjoint 4

{x — 1} W | {y—=1} | {y= 1} FEY

¥ | y—=2p | y=2tFEY Y

6 of 11 Concurrent Separation Logic with Probabilities
Thomas Noll ‘ , ) ‘ Rm
Software Modeling

OPCT 2023 Bl and Verification Chair



Quantitative Magic Wand [POPL 2019]

Qualitative magic wand (separating implication): 0 =19 — ¢ iff Vo' :0'=¢v = oWo'
Definition
For state o € States, predicate 1): States — {0,1} and expectation Y': States — [0, 1], we define

(¥ —+ Y)(o) =inf{Y(owo') | o' =9}

inf{
G {x — 1} not disjoint 4
ix=1; O | =1} | ly= 1 FEY s
O | ym2; | iy 2iEYV Y({x—1y—2}),
}
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Resource Invariants and Weakest Resource-Safe Liberal Preexpectations [CONCUR 2022]

Definition
For program C, expectations X, Y : States — [0, 1] and resource invariant £: States — {0, 1}
X < wrlp[C] (Y | &) iff X lower bounds the expected value of Y after executing C

+ probability to diverge
and & always preserved by some sub-heap during execution

RWTH
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Resource Invariants and Weakest Resource-Safe Liberal Preexpectations [CONCUR 2022]

Definition
For program C, expectations X, Y : States — [0, 1] and resource invariant £: States — {0, 1}
X < wrlp[C] (Y | &) iff X lower bounds the expected value of Y after executing C

+ probability to diverge
and & always preserved by some sub-heap during execution

X <& —+wlp[x :=e] (Y *&)
X < wrlp[x :=¢€] (Y | §)

assign-adv

RWTH
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Resource Invariants and Weakest Resource-Safe Liberal Preexpectations [CONCUR 2022]

Definition
For program C, expectations X, Y : States — [0, 1] and resource invariant £: States — {0, 1}

X < wrlp[C] (Y | &) iff X lower bounds the expected value of Y after executing C
+ probability to diverge
and & always preserved by some sub-heap during execution

X <& —swlp[x :=¢] (Y %&) X < wlp[x :=¢€](Y)

assign-adv assign-eas
X < wrip[x := ] (Y | €) & X < wrlpx := e (Y | &) P8
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Resource Invariants and Weakest Resource-Safe Liberal Preexpectations [CONCUR 2022]

Definition
For program C, expectations X, Y : States — [0, 1] and resource invariant £: States — {0, 1}

X < wrlp[C] (Y | &) iff X lower bounds the expected value of Y after executing C
+ probability to diverge
and & always preserved by some sub-heap during execution

X <& —+wlp[x :=e] (Y *&)
X < wrlp[x :=¢€] (Y | §)

X < wip[x := e[ (Y)
X < wrlp[x :=¢€] (Y | §)

assign-easy

assign-adv

X1 < wrlp[G] (Y1 ]€) Xo < wrlp[G] (Y2 | &) Vi€ {1,2}: Write(C;) NVars (G, Y3-;,§) = 0
Xl*XQ S WI’|p[[C1 || CQ]] (Yl* Y2 | g)

concur
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Resource Invariants and Weakest Resource-Safe Liberal Preexpectations [CONCUR 2022]

Definition
For program C, expectations X, Y : States — [0, 1] and resource invariant £: States — {0, 1}

X < wrlp[C] (Y | &) iff X lower bounds the expected value of Y after executing C
+ probability to diverge
and & always preserved by some sub-heap during execution

X <& —+wlp[x :=e] (Y *&)
X < wrlp[x :=¢€] (Y | §)

X < wip[x := e[ (Y)
X < wrlp[x :=¢€] (Y | §)

assign-easy

assign-adv

X1 < wrlp[G] (Y1 ]€) Xo < wrlp[G] (Y2 | &) Vi€ {1,2}: Write(C;) NVars (G, Y3-;,§) = 0
Xl*XQ S WI’|p[[C1 || CQ]] (Yl* Y2 | g)

concur

X < wrp[C](Y [ §*)
X7 < wilp[C](Y » 7 | &) Share
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Proof for Running Example C,,, [CONCUR 2022]

Example

Pick £ = max{ [r — —1], [r — 0] }:

<r>:=-—1

y =<r>;
{<r>:=0}[05]{<r>:=1}
while(y = —1){y :=<r>};

J 1xly=0 | ¢

8 of 11 Concurrent Separation Logic with Probabilities Rm
Thomas Noll -
Software Modeling

OPCT 2023 Bl and Verification Chair



Proof for Running Example C,,, [CONCUR 2022]

Example

Pick £ = max{ [r — —1], [r — 0] }:

<r>:=-—1

y =<r>;
{<r>:=0}[05]{<r>:=1}
J 1| & while(y=—-1){y :=<r>};
J ly=0 1|¢

J 1xly=0 |¢
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Proof for Running Example C,,, [CONCUR 2022]

Example

Pick £ = max{ [r — —1], [r — 0] }:

<r>:=-1
J 05 | & y =<r>;
{<r>:=0}[05]{<r>:=1}
J 1| & while(y=—-1){y :=<r>};
J ly=0 1¢
J 1xly=0 | ¢
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Proof for Running Example C,,, [CONCUR 2022]

Example

Pick £ = max{ [r — —1], [r — 0] }:

<r>:=—
J11]¢
J 05 | & y =<r>;
{<r>:=0}[05] {<r>:=1} J max{ly=—1], [y =0]} | ¢
J 1| & while(y=—-1){y :=<r>};
J ly=0 1¢
J 1xly=0 | ¢
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Proof for Running Example C,,, [CONCUR 2022]

Example

Pick £ = max{ [r — —1], [r — 0] }:

J 05 | &
<r>:=—
/] 05%x1 | &
J1]c¢
J 05 | & y =<r>;
{<r>:=0}[05]{<r>:=1} | J max{ly=—1 [y=0]} | ¢
J 1| & while(y=—-1){y :=<r>};
J ly=0 1¢
J 1xly=0 | ¢
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Proof for Running Example C,,, [CONCUR 2022]

Example

Pick £ = max{ [r — —1], [r — 0] }:

J 05 | &
<r>:.:=—
/. 05%x1 | &
J 1] ¢
J 05 | ¢ y i=<r>;
{<r>:=0}[05]{<r>:=1} J max{[y=-1],[y=0]} | ¢
/ 1 | & while(y:—l){y:=<r>};
J Iy=0] | &
J 1x[ly=0] | ¢
— 05 < erp[[Crun]] ([y — 0] | f)
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Reasoning with w(r)lp [CONCUR 2022]

For the empty resource invariant, wrlp and wlp coincide:
Lemma

For the empty-state predicate [emp)], a program C and an expectation Y : States — [0, 1], we have:
wrlp[C] (Y | [emp]) = wip[C] (Y)

RWTH
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Reasoning with w(r)lp [CONCUR 2022]

For the empty resource invariant, wrlp and wlp coincide:
Lemma

For the empty-state predicate [emp], a program C and an expectation Y : States — [0, 1], we have:
wrlp[C] (Y | [emp]) = wip[C] (Y)

Can be used to compute lower bounds on wlp using wrlp:

Example
0.5 < wrlp[Crun] ([y = 0] | €) (previous example)
—>  0.5%x& < wrlp[Cun] ([y = 0] % £ | [emp]) (share rule)
—>  0.5%x& < wrlp[Cn] ([y = 0] | [emp]) (monotonicity)
—>  0.5%x& < wlp[Cun] ([y = 0]) (Lemma)
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Further Properties of w(r)lp [CONCUR 2022]

Conservativity w.r.t. CSL [O'Hearn/Vafeiadis]:

Theorem
If C is non-probabilistic and every trace in C enables certain framing criteria (left out here):

e {v) Cle  iff ¢ < wrip[Cl (¢ | €)
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Further Properties of w(r)lp [CONCUR 2022]

Conservativity w.r.t. CSL [O'Hearn/Vafeiadis]:

Theorem

If C is non-probabilistic and every trace in C enables certain framing criteria (left out here):

st {vy CHeyr  iff ¢ < wrlp[C] (v | €)

Superlinearity to eliminate addition:
Lemma

When C is almost surely terminating:

wip[C] (X) +wip[C] (¥) < wlp[C] (X + ¥)
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Further Properties of w(r)lp [CONCUR 2022]

Conservativity w.r.t. CSL [O'Hearn/Vafeiadis]:

Theorem

If C is non-probabilistic and every trace in C enables certain framing criteria (left out here):

st {vy CHeyr  iff ¢ < wrlp[C] (v | €)

Superlinearity to eliminate addition:
Lemma

When C is almost surely terminating:

wip[C] (X) +wip[C] (¥) < wlp[C] (X + ¥)

Many more rules requiring preciseness of &:
Definition

¢ is precise iff for V(s, h) € States with (s, h) = £ there exists no i € Heaps such that h C A’ and (s, h') = &.
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The End

Conclusion
e CQSL combines CSL and QSL to support Example
— concurrency
— pointers C-<r>:=—1-
— probabilities ' ’ '
e Conservative w.r.t. to both CSL and QSL {< r> .= O} y :=<r>;
[0.5] while(y =—-1){
{<r>:=1} y :=<r>};
0.5+ £ < wip[C] ([y = 0])
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The End

Conclusion
e CQSL combines CSL and QSL to support

— concurrency
— pointers
— probabilities

e Conservative w.r.t. to both CSL and QSL

Open Problems

e Certain rules still require preciseness of resource invariant

e QQuantitative resource invariants
(require fully quantitative version of magic wand)

e Upper bounds for weakest (resource-safe) liberal preexpectations

e Extension to weakest non-liberal preexpectations

Example
C:<r>:=
{<r>:
[0.5]
{<r>:

y =<r>;

while(y = —1){
y :=<r>};

0.5+ & < wip[C] ([y = 0])
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The End

Conclusion
e CQSL combines CSL and QSL to support

— concurrency
— pointers
— probabilities

e Conservative w.r.t. to both CSL and QSL

Open Problems

e Certain rules still require preciseness of resource invariant

e QQuantitative resource invariants
(require fully quantitative version of magic wand)

e Upper bounds for weakest (resource-safe) liberal preexpectations

e Extension to weakest non-liberal preexpectations

Proof Automation
e Expectations are generalised propositions
e Quantitative extensions for dealing with probabilities required

Example
C:<r>:=
{<r>:
[0.5]
{<r>:

y =<r>;

while(y = —1){
y :=<r>};

0.5+ & < wip[C] ([y = 0])
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