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VERIFYING PROP

RTIES O

PROGRAMS

|. define an abstract model of a program and provide an
algorithm for checking the property

2. define a sound technique for associating an abstract model
to the program

- e.g. Inference system, source-to-source transformation

3. | and 2 may introduce overapproximations (the verifier
rejects safe codes)



VERIFYING DEADLOCK FREEDOM

a dependency pair between entities (names) is written  (z, )

* a circular dependency is a set of pairs such as {(x,¥), (v, 2), (2, 2)}

e circular dependencies represent deadlocks

PLAN: developing an abstract model and an algorithm for the
analysis of deadlocks in object-oriented languages

ustrate the abstract models of sample Java programs

2. define the abstract model -- the language of lams
3. specify a decision algorithm for detecting circular dependencies In linear lams

4. address the nonlinear case



A PARALLEL FACTORIAL

synchronized int fact(final int n) {
if (n==0) return 1 ;
else {
final Maths x = new Maths() ;
Thread t = new Thread(new Runnable() {
public void run() { x.result = x.fact(n-1) ;
| 3 -
t.start() ;
t.join() ;
return (n * x.result) ;

¥

// exception handlers have been omitted



PARALLEL FACTORIAL AND LAMS

int fact(final int n) {
if (n==0) return 1 ;
else {

final Maths x = new Maths() ;

Thread t = new Thread(new Runnable() {
public void run() { x.result = x.fact(n-1) ;
| D -

t.start();

t.join() ;

return (n * x.result) ;

I
I

— assume that every function is synchronous



PARALLEL FACTORIAL AND LAMS

int fact(final int n) {
if (n==0) return 1 ;
else {
final Maths x = new Maths() ;

-~ x.result = x.fact(n-1) ;

return (n * x.result) ;

}
¥

— assume that every function is synchronous
— remove thread management



PARALLEL FACTORIAL AND LAMS

fact(final int n) {

Maths x = new Maths() ;

-~ x.result = x.fact(n-1) ;

return (n * X.result) :

}
¥

— assume that every function is synchronous
— remove thread management
— remove (primitive) types and conditional and collect branches



PARALLEL FACTORIAL AND LAMS

fact( this ) o

Maths x = new Maths() ;

- X.result = fact( x ) ;

return (n * X.result) :

¥

— assume that every function is synchronous

— remove thread management

— remove (primritive) types and conditional and collect branches

— highlight the owner of the method in the arguments (and remove integers)



PARALLEL FACTORIAL AND LAMS

fact( this ) o

Maths x = new Maths() ;

- X.result = fact( x ) ;

return (n * X.result) :

¥

— assume that every function is synchronous

— remove thread management

— remove (primitive) types and conditional and collect branches

— highlight the owner of the method in the arguments (and remove integers)
—derive the lam function fact(this) = (this,r)&fact(x)



ANOTHER PARALLEL FACTORIAL

synchronized int fact(final Maths x, final int n) A
if (n==0) return 1 ;
else {
final Maths w = this ;
Thread t = new Thread(new Runnable() {
public void run() { x.result = x.fact(w, n-1) ;
| 3 -
t.start() ;
t.join() ;
return (n * x.result) ;

— derive the lam function fact(this, x) = (this, z)&fact(x, this)

10



LAMS



LAMS

* there are names ranged over by x, y, z, ..

* there are function names ranged over by £, g, h,..
a program is a tuple (£1(27) = L1, -+ ,£¢(Z2) = Ly, L)

e where f@(fz) = L; are function definitions and L is the main lam

* lams L and L; are defined by

o

L = 0 | (x,y) | f(x) | L& | L+L

such that (1) all function names occurring in L; and L are defined and (ii) the
arrties of function invocations match function definitions



LAMS: EXAMPLES

thelam (f(z,y,2) = (z,y)&f(y, 2, x), £(u,v,w))

f(u,v,w) — (u,v)&E(v,w,u)
—  (u,v)&(v,w)&E(w, u, v)
—  (u, ) &(v,w)&(w, u)&E (u, v, w)
— (4, 0)&(v, w)&(w, u)&E (v, w, u)
— > Eu),v)&(v,w)&(w,u)&f(w,u,v)
— (1

this lam defines the relation (u, v)&(v, w)&(w, u)

® interpret &as”,” and omit"{"and “}"

which has a circular dependency

evaluates



LAMS: EXAMPLES

2. lams may define several relations:

the |am (g(ﬂj, y7 Z) — (337 y) _I_ g(y7 Z? ':E)7 g(“? v? w)) evaluates

glu,v,w) — (u,v)+ glv,w,u)
—  (u,v) + (v,w) + g(w, u,v)
- (u ?)) L (U7w) T (w7u) T g(u7v7w) (1)
—  (u,v) + (v,w) + (w,u) + g(v,w, u)
—  (u,v) + (v,w) + (w,u) + glw, u,v)
— (1)

this lam defines the relations (u, v) and (v,w) and (w,u)

e there is no circular dependency



LAMS: EXAMPLES

3. lams may define relations that are not finite (use name creation):
the lam  (fact(x) = (x,y)&fact(y), fact(this))  evaluates

fact(this) — (this,u)&fact(u)
—>  (this,u)&(u,v)&fact(v)
—  (this, u)&(u,v)&(v, w)&fact(w)

free names in method definitions are instantiated by run-time fresh names

this lam defines the relation  (this, u)&(u, v) & (v, w)&: - -

e Is it possible to predict that no circular dependency will be manifested?



LAMS: EXAMPLES

4. lams may define infinitely many different relations:

the lam (1(x,y) = (gj,y) -+ (gjjy)&l(y,z), 1(u71))) evaluates

this lam defines the relations (u,v) and (u,v)&(v,w) and
(1, v) (o, w)&(w, ') and -

e s it possible to predict that no circular dependency will be manifested
in any relation?



LAMS: EXAMPLES

5. lams may be complex due to mutual recursion:

the £1h-program
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[In this talk we keep programs as simple as possible]



MUTATIONS AND FLASHBACKS



THE PROBLEM

s It decidab

program wil

e whether the computations of a lam

ever produce a circular dependency!



A SIMPLE ANSWER

simple cases:

) functions are linear
(mutual) recursions have at most one recursive invocation -- such as fact

) function invocations do not have duplicate arguments and function
definrtions do not create new names

solution:

the function definition may be represented by a permutation; then evaluate up-
to the order of the permutation

example: \@ (a:,y) f(u,v,w))

. the permutation has order 3

. the different invocations of £ are collected in 3 steps
20



LINEAR LAMS AND MU TATIONS

drop the constraint

i) function invocations do not have duplicate arguments and function
definitions do not create new names

example:
free sink
bound sink
— S O N X
k(ul,’U,Q,U37U4,’U,5,’U,6,’U,7,u8) — (ul,UG)&(’U,S,Ug)&k(UQ,U37U17U5,U6,U6,U8,’U)
- _ - )

standard cycle

k cannot be represented by a permutation

it Is represented by a mutation

21




LAM SEMANTICS: THE PO 'V

e let VY be a partial order on names. Write

- x €V ifthereisaparrin ¥V with the name x

- V@z<z with £ €V and 2z ¢ VY forthe least partial order
containing VYV andsuchthat x <y in ¥V implies y <z

(z is greater than every name in V greater than z )

EXAMPLES: - {(z,2)} D <z = {(z,2),(x,2),(2,2)}
- et V= {(x,y),(z',y')} (reflexive pairs are missing) then

\/@y<z — {(xvy)7(x/7y/)7 (yaz)} = Véz<z

e generalise the notionto Y@ T<z, with z ¢ V

22



LAM SEMANTICS

e |am contexts

el == [ | rw&£] | L+L[]

the lam semantics is the least relation (V, L) — (V/, L'} that satisfies the rule

(RED)

f(x) =L var(L)\ =2  w are fresh
L[W/3][%/3] = L

NV, LlE(w)])) — (Ve u<w, L[L])

with inrtial state <{($,Zl3) | © € var(L)}, L> where L is the main term

23



ORDER OF MUTATIONS

k(u1, uz, us, ug, us, g, Uy, ug) —> (U1, us)&(usg, uz)&k(usz, us, ur, us, Ug, Ug, Us, V)

— (ul,ug;)&(us,Ug)&(uzaUG)&(vvul)&
8@(?1’37 Uy, U2, Us, Ue, Ue, UV, W

—  (u1,us)&(us, uz)&(uz, us) &(v, u1)&(us, us) &(w, uz)
&k(ula Uz, U3, U, Ug, Ug, W, ZI?)

—  (u1, ue)&(us, usz)&(us, ue)&(v, u1 ) &(us, ug ) &(w, usz)
&(Ufl, UG)&(QZ; UB)&k(UQ) uz, Uy, Ue, U, Ug, L, y)

—  (u1, ue)&(us, usz)&(us, ue)&(v, u1 ) &(us, ug ) &(w, uz)
&(u1, ue) &(x, ug)&(usz, ue) &(y, u1)
8@(“37 Ui, U2, Ug, Ug, Ue, Y, ZD

—>

order of the mutation = max(£+.01, £2)

X = order of standard cycles, £1 = length of max bound sink =1, .£2 = length of max free sink
24



FREE SINKS AND FLASHBACKS

k(ul,u2,u3,u4,u5,u6,U7,u8) — (u17u6)&(u87u3)&k(u27u37u17u5au67u67u87v)

—  (u1, ug) &(us, uz)&(ug, ug) &(v, u1)&
. k(u37u17u27u67u67u67?]7w)

gl(m, ug ) &(ug, uz)&(uz2, ue)&(v, u1)&(us, ug ) &(w, uz)

ﬂaShbaCk &k(ul,UQ,U3,U6,UG,U6,QU,$)

an injective renaming
such that v, w< vy, z

il

point of creation

—  (u1, ue)&(us, usz)&(usz, ue)&(v, ui ) &(us, ug ) &(w, usz)
&(uh UG)&(xv US)&k(u27 uz, U1, Ug, Ug, Ue, L, y)

(w1, ug)&(us, ug)&((ug, ug)&(v, u1 ) &(us, ug) &(w, us)
- (w1, ug)&(x, ug)&((ua, ug)&(y, u1)
= (U3,U1,U2,U6,U6,U6,y,ZD

theorem: every linear lam function has an order .0 such that the recursive invo-
cation after .0-unfoldings may be mapped back to a previous invocation

by a flashback

25



ORDERS AND CIRCULARITIES

flashbacks allow one to map back unfoldings of linear functions

£(7)
o /\ /\
the order ::
flashback
unfolding till
<::| the 2 x order

this Is a good property for circularities

£(z)
e /\

flashback
unfolding till

the 2 x ordef




CROSSOVER CIRCULARITIES

the problematic cases are the circularities across the order

£(7) £(z)

o ﬁ\ /\
the order ll: : _

flashback
( \( unfolding till
), \/ < ::l t

he 2 X order

these circularities require 2 X order to be catched (saturated states)

27



THE DECISION ALGORITHM

STEP 1:find recursive histories.
create a graph where nodes are function names and, for every invocation of g in the body of

f, there is an edge from f to g
use depth first search to associate to every node its recursive histories (the paths starting

and ending at that node, if any)
the lam program is linear if every node has at most one associated recursive history

STEP 2:computation of the orders.
* given the recursive history associated to a function, we compute the corresponding mutation

and its order

STEP 3: evaluation process. The main lam is unfolded till the the saturated state
* every function invocation £(x) in the main lam is evaluated up-to twice the order of the

corresponding mutation
* the function invocation of £ in the saturated state is erased and the process Is repeated on

every other function invocation (which, therefore, does not belong to the recursive history

of £),1ill no function invocation is present in the state

STEP 4. detection of circularities.
* every T (a & of dependency pairs) may be represented as a graph where nodes are names

and edges correspond to dependency pairs
* to detect whether T contains a circular dependency, we run Tarjan algorithm for connected

components of-graphs and we stop the algorithm when a circularity is found




NONLINEAR LAMS

the decision algorithm for detecting locks may be applied to nonlinear programs
dfter having transformed them to linear ones

e the current source-to-source transformation introduces inaccuracies, €.g. pairs
that are not present in the nonlinear program

* perhaps the transformation may be improved but the inaccuracies cannot be
completely removed

EXAMPLE: the fibonacci-like lam function
£ib(z) = (z,2)&(z, y)&Efib(x)&Fib(y)
s transformed into the linear one
£ib¥(2,2") = (2, 2)&(2,y)&(7', ) &(2', y) &E 1D (2, y)

by introducing fake dependencies

25



EXERCISES

compute the order and verify the circularity freedom of the following
functions (the main lam is the function itself):

1. (g(x0, x1, x2, x3, x4, X5, X6) = (X3, X1)&(x0, X8)&(x8, X7)
& g(x2, x0, x1, x5, x6, x7, X8) ,

g(x0, x1, x2, x3, X4, X5, X6) )

2. ( f(z,y,2u) = (z,2)&1(u,y,2),
1(z,y, 2) = (z,y)&f(y, z,2,u) ,
hix,y, z,u) = (z,2)&h(z,y,z,u)&E(x,y, z,u) ,
h($1,$2,$3,$4) )

3. (coffee competition) write your favourite concurrent program, extract

the lam and verity whether it is deadlocked or not

25



detalls at

COREABS

cs.unibo.it/~laneve/papers/SoSyM.pdf

3


http://cs.unibo.it/~laneve/papers/SoSyM.pdf

COREABS

the theory Is being applied to a concurrent object-orientec
programming language coreABS:

|, an association programs/lams is defined by means of an inference type
system that derives lams

2. the subject reduction theorem demonstrates that the lams of the inrtial
program manifest more dependency pairs than the reduced one

27



=S QN 9

COREABS

C{Tz; s}

nat | bool | Fut<T>

class C(T ) {T = ; M}

Two(Tx){T x ; s}

skip | =2 | ife{s}else{s} | returne | s; s
e | e'm(€) | new C(€) | new local C (e) | z.get

v | x | this | arithmetic-and-bool-exp

null | primitive values

remarks: ¢ assignments (alias analysis)
asynchronous method invocations

futures

new vs new local
explicit synchronizations

27

program
type

class

method definition
statement

expression with side effects
expression

value



coREABS EXAMPLES

Int fact g(Int n){
Fut<Int> x ;
Int m = 0;
if (n==0) { m = 1; }
else { x = this!fact g(n-1); m = x.get; m = n*m; }
return m;

}

Int fact nc(Int n){
Fut<Int> x ;

Int m = 0;
if (n==0) { m =1 ; }
else { Math z = new Math(); x = z!fact nc(n-1); m = x.get; m = n*m; }

return m;

27




CONSTRAINTS

* method Invocations are synchronised in the same body
- fields of future types are read-only

* recursive object structures are problematic in the inference
algorithm (unproblematic in this talk, where we discuss the type
checking)

27



BEHAVIOURAL TYPES

ra=_ | X | [cog:ic,T:T|] | ¢~ future record
c::=0 | 0.(c,c) | Cmr(T) > 1" | Clmr(T) — r'.(c, ') contract
| c4+c | c&c
x = _ | X | [cogic,ZX] | c~>r | f extended future record
z = (r,c) | (r,c)¥ future reference values

we use environments 1’ mapping
*  variables x to extended future records

* futures references f to future reference values

 C.m to [cog: c,zTT|(85){c}r’

27



TYPING JUDGMENTS

» I' =, e : x for pure expressions
» I''=. f : =z forfuture references
+ I'F. z:x,¢ > I for expressions with side effects

« I't.s:c > I forstatements

we write I'(C.m) =4, [cog : ¢, T:T](8){c}r’ when they are alpha-equivalent

[cog:c, x: X |([ cog:c, x: Y D{ C!tm [cog: c”, x: Y |([cog: ¢, x: X ])—[cog: ¢, x: X].(c, ") } [cog: ", x: Y]
=

[cog: d, x: Z]([cog: d’, x: W]){ C!m [cog: d", x: W]([cog: d, x: Z])—=[cog: d"”", x: Z].(d,d") } [cog: d", x: W]

27



TYPING JUDGMENTS (CONT)

the judgment I'ECm: [cog:c’,zT|(5){c}r’ means that

[cog : ¢,z T)(8){c}r’ isan instance of  I'(C.m)

example:

[cog:d, x:r]([cog. d’, x: " ){ Clm [cog:d”, x: 1 ]([cog: d, x:r ])—=[cog:d”’, x:r ].(d, d”) } [cog: d”, x: "]
s an instance of

[cog: ¢, x: X |([ cog:c, x: Y ]){ Clm [cog:c”, x: Y |([cog: ¢, x: X |)—[cog: ¢, x: X].(c, ") } [cog: ", x: V]

etalso  unsync(I') = &{c | there are f,r: I'(f) = (r,¢)}

27



TYPING RULES FOR EXPRESSIONS

expressions and addresses

(T-VAR) (T-Fur) (T-FIELD) (T-VALUE)
I'z) =x I'if) == x & dom(I") I'(this.z) = x I'ce: f I'te f:(r,c)lv!
Ik, xz:x I'-. f:=z ', xz:x I'.e:r
(T-VAL) (T-PURE)
e primitive value or arithmetic-and-bool-exp I'Fe.e:r
I'F.e: _ I'F.e:r,0> I’

expressions with side effects

(T-GET) (T-GET-TICK)
I'Fex: f I'e f:(c" ~r,c) F’:F[fH(c’wr,@)/] I'tex: f Fl—cf:(c’wr,@)‘/

I'k. z.get: X,c.(c, ¢/ )&unsync(I'") > I’ I'kc.x.get:r,0 > I

(T-NEW) (T-NEwWLOCAL)

I'H.e:r I'.e:T
fields(C) =T x ¢’ fresh fields(C) =T =
I' ¢ new C(€) : [cog:c’,TT],0 > I I' +. new local C(€) : [cog:c,T:T|,0 > I
(T-AINVK)

I'. e:[cog:c’,TT] I'-.e:s I'Cm: [cog:c’, TT)(5){c}r’
class(types(e)) = C fields(C) =T x f fresh
I'tcem(e): f,o I'[f — (¢ ~1',Cmr(s) = r')]

27




TYPING RULES FOR STATEMENTS

statements

(T-FIELD-RECORD)

x ¢ dom(I") I'(this.x) =7 (T-VAR-RECORD) (T-VAR-FUTURE)
I't.z:r',c> I I'.z:r,c> I I'F.z: fie> IV
'Fex=z:cp> I 'tex=z:cp> Iz 1] I'Fex=z:c> Iz f]

(T-Ir)

', e:Bool I'H.s1:c1 > I ', 89 :co > I

( A\ D@ =L@)A( A\ Ii(@) = ()

zedom(I") @ EFut (") (T-SEQ)
F/:F1+F2|{f|fQFQ(Fut(F))} I'F.s81:c1 > I} [T F.890:Cco > Io
I'.if e {s1}else{s2}:c1+co > I’ I'k.s1;82 :¢1 +c2 > 1o
(T-RETURN)

I'ce:r I'(destiny) =r
I'F.returne:0 > I’

27



TYPING RULES FOR METHODS

(T-METHOD)
fields(C) =T x c fresh I'(C.m) =4 [cog : ¢, TT|(5){c}r’
I' + this : [cog:c, T:T| + destiny : ' F.s:c > I

C,I'Tm (T y){T, w; s} : [cog: c,zT|(8){c}r’

(the typing rules for classes and methods are omitted)

Theorem (Subject Reduction) Let I' Fcn : ¢ and cn —
cn’. Then there exist I, ¢’ such that

— I"Fen' ¢’ and

— of ¢’ has a circularity then also ¢ has a circularity.

27



DFABS

we have defined an inference system for coreABS:

|. lams are extracted automatically

2. lam analysis Is performed with three different algorithms

for a prototype web interface, visit

http://dfd4dabs.nws.cs.unibo.it

27
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EXAMPLE

interface Math { Int fact g(Int n); Int fact nc(Int n);
}
class Math implements Math {
Int fact g(Int n){
Fut<Int> x ;
Int m = 0;
if (n==0) { m = 1; }
else { x = this!fact g(n-1); m = x.get; m = n*m; }
return m ;
}
Int fact nc(Int n){
Fut<Int> x ;
Int m = 0;
if (n==0) { m 1 ; }
else { Math z = new Math(); x = z!fact nc(n-1); m = x.get; m = n*m; }
return m ;

}

}

{ Math x = new Math(); Fut<Int> fut = x!faCt_g(7); fut.get ;
}

### LOCK INFORMATION RESULTED BY THE ANALYSIS ###

Possible Deadlock in Main: true
Current Version: 2
Analysis Duration: 34ms

27




EXAMPLE

interface Math { Int fact g(Int n); Int fact nc(Int n);
}
class Math implements Math {
Int fact g(Int n){
Fut<Int> x ;
Int m = 0;
if (n==0) { m = 1; }
else { x = this!fact g(n-1); m = x.get; m = n*m; }
return m ;
}
Int fact nc(Int n){
Fut<Int> x ;
Int m = 0;
if (n==0) { m =1 ; }
else { Math z = new Math(); x = z!fact nc(n-1); m = Xx.get; m = n*m; }
return m ;

}
}
{ Math x = new Math(); Fut<Int> fut = xtfact Nc(7); fut.get ;
}

### LOCK INFORMATION RESULTED BY THE ANALYSIS ###

Possible Deadlock in Main: false
Current Version: 2
Analysis Duration: 32ms
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EXERCISE

write the typing proof of the method

Int fact nc(Int n){
Fut<Int> x ;
Int m = 0;
if (n==0) { m =1 ; }
else { Math z = new Math(); x = z!fact nc(n-1); m = Xx.get; m = n*m; }
return m ;

}

27



EPILOGUE

* the theory is also applied to pi-calculus (with Kobayashi):

|, an association programs/lams Is defined by means of an inference type
system that derives lams

2. we have a lam algorithm that covers linear and non-linear lams (circularity
freedom of lams Is decidable)

* we are applying the same technigue for analysing resource
deployments In cloud computing

» for related works and future research directions, see the papers
at

www.CS.unibo.it/~laneve
27/
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QUESTIONS



