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Vulnerabilities in Ethereum Smart Contracts: Why?

sources:
https://hacked.slowmist.io/
https://www.theblock.co/

https://hacked.slowmist.io/
https://www.theblock.co/


Ethereum Smart Contracts Representations
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        Easy to understand     Hard to understand   
            (for a human)

Almost impossible to 
understand

Not available
most of the times Deployed on Ethereum



Vulnerability Detectors: Formal Methods vs ML

Most static analysis tools (abstract 
interpretation, taint analysis, model checking, 
symbolic execution)

- Check the semantics
- Create an abstraction of the program
- Define security rules
- Check if the program satisfies the rules
- They can return True, False, or I don’t 

know

These techniques usually guarantee to not have 
false negatives
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Most AI models take sequences: LSTM, GRU, 
LLMs (ChatGPT) or graphs: GNNs

- Check the syntax (code patterns)
- Require a large labeled datasets
- Might include complex feature extraction 

phases
- The detectors need to be trained
- They can return the most probable label: 

True or False

These techniques do not provide any 
guarantees on the correctness

Many AI methods use formal methods to label the dataset used 

Ressi D. et al. “Vulnerability Detection in Solidity Smart Contracts via Machine Learning: A Qualitative Analysis” (BCRA 2025)



AI-based Detectors: Pros

Advantages of a AI-based detector:

- does not require formalization
- can easily be re-trained to include new vulnerabilities 
- detection of a very large number of different possible vulnerabilities
- might catch variations of a certain vulnerability that has not been taken into 

consideration by formal methods
- fast inference time wrt static analyzers
- lately, can come with an explanation
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AI-based Detectors: Cons

● Machine Learning-related:
○ Scalability
○ Interpretability
○ Replicability

● Comparison-related:
○ Lack of comparison with related work
○ Missing results for single vulnerability
○ Using different metrics
○ Heterogeneity of used datasets
○ Vulnerabilities nomenclature
○ Results inconsistency
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● Usability-related:
○ Missing or high inference time
○ Vulnerability location
○ Source code vs. bytecode
○ Risk of vulnerabilities

● Dataset-related:
○ Limited number of contracts
○ Untreated unbalanced classes
○ Unclear dataset creation process
○ Labeling methods

Ressi D. et al. “Vulnerability Detection in Solidity Smart Contracts via Machine Learning: A Qualitative Analysis” (BCRA 2025)



DASP TOP 10 → https://dasp.co/ (too general)

SWC → https://swcregistry.io/ (no longer maintained)

CWE → https://cwe.mitre.org/index.html (not specifically targeted for blockchain languages)

OPENSCV → Vidal, F.R. et al. “OpenSCV: an open hierarchical taxonomy for smart contract 
vulnerabilities”. Empirical Software Engineering 2024 (has not been adopted so far)

The same vulnerability is referred to as:

- Call Stack Depth 
- Mishandled Exception
- Unchecked Return Value
- No Check After Contract Invocation
- Unchecked external call
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Vulnerabilities: Taxonomies

Different names, 
same vulnerability!

Ressi D. et al. “Vulnerability Detection in Solidity Smart Contracts via Machine Learning: A Qualitative Analysis” (BCRA 2025)

https://dasp.co/
https://swcregistry.io/
https://cwe.mitre.org/index.html


Parity wallet is a popular Ethereum client that provides users with a secure way to store and 
manage their Ether (ETH) and other ERC-20 tokens

Parity Wallet Hack (2017) 
- all wallets used a library (smart contract) stored at specific address
- the library contained vulnerability: if you called initWallet() method you could own the library
- the same person who hacked it and became the owner, called self-destruct
- as a result, all wallets became frozen

Which are the vulnerabilities?
- Denial of service
- Access control
- Unprotected self-destruct

Where? Are the contracts using the library vulnerable or the library itself

Many vulnerable contracts actually present multiple vulnerabilities
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Vulnerabilities: Complexity



Open Problems

Formalization of vulnerabilities 

Collection of representative smart contracts

Creation of benchmark dataset with different methods (generation, manual 
labelling, semi-supervised, …)

Evaluation of the best AI model is hindered by the heterogeneity of dataset used

Which model works the best? Which data representation?
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Our first attempt

● Largest manually labelled smart contracts available (CodeSmells) 
● source code, bytecode (‘creation code’) and runtime
● Add 3 modalities: opcodes, ASTs and CFGs

Consider the problem as multiclass, multilabel classification task:

● Classic ML methods: SVM, RF, LR, KNN, GB, and XGB
● Some DL methods: FNN, LSTM, CodeBERT, GNN
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Rizzo, M. et al. “A Comparison of Machine Learning Techniques for Ethereum Smart Contract Vulnerability Detection” (OVERLAY 2024)



CodeSmells Dataset
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551 source codes, 551 bytecodes, and 504 runtimes -> 103 opcodes, 287 ASTs, and 470 CFGs



Preliminary Results
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● Coarse SWC labels >> fine-grained "Property" 
labels

● Ensemble models (RF, GB, XGB) excelled in 
fine-grained classification; DL models 
performed best with coarse labels.

● GNNs had perfect recall on graph data but 
very low precision, limiting their 
effectiveness.

● Multimodal integration notably improved 
classification performance, especially for 
fine-grained tasks.

Rizzo, M. et al. “A Comparison of Machine Learning Techniques for Ethereum Smart Contract Vulnerability Detection” (OVERLAY 2024)



What about LLMs?

Differently from the techniques mentioned so far, 

they can provide an explanation of the bug, 

and also a possible fix!

But far are we into code understanding?

13



Code understanding in LLMs: a case study

Semantic preserving code transformation on source code (Python)

- copy propagation
- constant folding

Dataset of couples 
optimized/perturbed

“Are these programs 
semantically equivalent?”
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Laneve, C. et al. “Assessing Code Understanding in LLMs” (FORTE 2025)



Code understanding in LLMs: a case study

       only semantically equivalent
also not semantically equivalent
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Laneve, C. et al. “Assessing Code Understanding in LLMs” (FORTE 2025)



Code understanding in LLMs: a case study

Limitations:

● Web interface ≠ API 
● Continuously evolving (i.e. ChatGPT answer format)
● Task-oriented performance

What about understanding vulnerabilities?
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Laneve, C. et al. “Assessing Code Understanding in LLMs” (FORTE 2025)

Rizzo, M. et al. “A Comparison of Machine Learning Techniques for Ethereum Smart Contract Vulnerability Detection” (OVERLAY 2024)



A practical example: 

Reentrancy

$900 million loss
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Reentrancy: a complex vulnerability
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This is a call to an external account 
(another smart contract)

Reentrancy: a complex vulnerability
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This is a call to an external account 
(another smart contract)

Only after the function returns 
the balance is updated

Reentrancy: a complex vulnerability
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How to avoid reentrancy:

- CEI Pattern
- Modifiers
- External libraries
- Mutex/mutex modifier
- Use send/transfer

Reentrancy: a complex vulnerability
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withdraw is protected
with a modifier/mutex,

but an attacker can reenter in 
the transfer!

Reentrancy: a complex vulnerability
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withdraw is protected
with a modifier/mutex,

but an attacker can reenter in 
the deposit!

In this case, though, it is the same 
as doing consecutive calls

Reentrancy: a complex vulnerability



Aggregated benchmark dataset
a collection of existing datasets, 
re-labeled

Reentrancy: two datasets

Taxonomic Reentrancy Dataset
a collection 150 MWE contract 
implementing complex scenarios hard to 
detect

● single function
● cross function
● modifiers
● mutex/modifiers
● isHuman modifier
● semantically safe/reentrant contracts
● stateless contracts
● ERC20
● safe contracts breaking the CEI
● other uncommon variants



Results
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Thank you!
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